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Wichtige Literatur

ORACLE

Robert C. Martin Series

PATTERNS OF
ENTERPRISE
APPLICATION
ARCHITECTURE

Clean Code

A Handbook of Agile Software Craftsmanship

Iron-Clad Java: Building
Secure Web Applications ..

Best Practices for Secure Java Web Application
Development

MARTIN FOWLER

Jim Manico

August Detlefsen
Contributing Author, Kevin Kenan Oracle
Technical Editor, Milton Smith Pn'.\‘s

Oracle Senior Principel Security Product Manager, Java

Foreword by James O. Copliefopyrighted Mater Robert C. Martin
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Inhalte dieser Session

Wichtigkeit von Security bewusst machen!

Agilitat und Security — Wie geht das zusammen?

Security-Grundlagen: Keine ,Hacker*-Session!

Ban
festo

FDD Serum . | =
Slterative |ncremental = SB0DAP . .
Shoile-Testing ~ Agile Ciystal-Clear! Imeboxing
Continuous-Integration_ USe-Case SAFeS S=
Cross-Functional _Pair-Programming 2=
SRefactoring

https://creativecommons.org/licenses/by-sa/4.0/deed.en
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Wirklich sicher? Hacks kdnnen Leben verandern!

Troy Hunt oyhunt - 10. Dez
g Good insight into the human lmpact "Scared, dead, relieved: Ho'« the Ashley
Madison hack changed its victims' lives" fusion.net/story/242502/3a ..

ASHLEY
MADISSN

Life i s RQ?V‘,J youraffmr

G"mnodb,. I,,q""mhm
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Wirklich sicher? https://www.shodan.io

Troy Hunt @troyhunt - 9 Std
Internet of Things security is so bad, there's a search engine for
sleeping kids arstechnica.com/security/2016/._.

Ubersetzung anzeigen

“Internet of Things” security is hilariously broken and getting worse

Shodan search engine is only the latest reminder of why we need to fix 0T
security.

11.05.2016

Secure Software Engineering - Universitat Tubingen 6

[l NOVATEC


https://www.shodan.io/
https://www.shodan.io/

Wirklich sicher? Verschlusselung ,a la" stackoverflow.com

This is some what simple

string inp = "hai";

StringBuilder strb = new 5tringBuilder();

foreach {(char s in inp)

{
int sin = s + 5;
char newch = (char)sin;
strb.Append{newch);

h

string output = strb.ToString();

Mow the output contains the encrypted string "min” (ie

Verschiebechiffre:
https://de.wikipedia.org/wiki/ROT13

-, o letters away from the original jin it
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Wirklich sicher? Nutzerverhalten!

17.3% Fatalistische Mutzer

(=)
®

7,7 % AuBenstehende Nutzer

328%
Gutglaubige Nutzer

427 %
Souverane Mutzer

https://www.sicher-im-netz.de/downloads/dsin-sicherheitsindex-2015
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Wir haben doch eine ,Security”-Firewall !?

,B0Se“ Requests

p—

,Gute“ Requests?

Potentiell
Systeme

,1he Great Firewall*
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Wir setzen doch ,sichere” Frameworks und Plattformen ein!?

g
spring

%

é]ava FE®  HIBERNATE XAMPP

NGULARIJS

oy Google und viele andere...
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Dokumentation, Tests und Security fallen zuerst weg!

©

Dokumentation
% | X
"%,; ™ ¥ Security L Fests
Y  Features!

Features

O
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Entwickler vs. Security!

C D

‘ l:r.;l

v H
@ o
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Qualitat als Maslow’'sche Pyramide

Selbst‘lichung

Soziales
Sicherheit A Secoe |\
DEPLOYABLE
FUNCTIONALLY 0K

Maslow‘sche Pyramide http://gojko.net/2012/05/08/redefining-software-guality

Grundbediirfnisse
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. &) OLUASP
OWASP Top 10 (2013) al s

Al - Injection

A2 - Broken Authentication and Session Management

A3 — Cross-Site Scripting (XSS)

A4 — Insecure Direct Object References

A5 - Security Misconfiguration

A6 — Sensitive Data Exposure

A7 — Missing Function Level Access Control

A8 — Cross-Site Request Forgery (CSRF)

A9 — Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

Merged with 2010-A7 into new 2013-A6 http://owasp.org
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Neue Herausforderungen flr Security

NoSQL
Big Data Storage

Map/Reduce
Computing

Mi - Mi - . .

Microservices
i R

af
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Neue Herausforderungen flr Security

Updateverteilung

Eigene Backend APlIs

3rd Party Backend APIs

Gerate-Interface (Hardware)

Geratespeicher Gerate-Interface (Web)

Firmware Sensoren

Cloud 3rd Party Backend APIs Datenschutz
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Gibt es nicht schon sichere Entwicklungsprozesse?

Microsoft SDLC

https://www.microsoft.com/en-us/sdl

Security @ Adobe

https://www.adobe.com/security/proactive-efforts.html

Training
& Certification

Abuse, Fraud & R Requirements
Incident Responses N 2 & Planning
& Monitoring . K

- v
T
e -
Deployment Staging Development
& Stabilization & Testing
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Next Stop: Sichere Agile Entwicklung
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Sichere Agile Entwicklung — Scrum Framework Elemente

Scrum (11) =

* (roles) Scrum Master +
Development Team + Product
Owner

- (artifacts) Product Backlog +
Spri;hb Backlog + Increment

+ (events) Sprint Planning + Daily
Scrum + Spriul: Review +
Rel:mspec&i.ve + Sprml:

http://guntherverheyen.com/2016/01/29/worrying-interpretations-of-scrum
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Ausgangslage: Sicherheit == Agil?

Sprint 1 Sprint 2 Sprint ...n % @

Security Features -
Penetrationstest
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Angreifer vs. DevOps

Angriffe (24x7)

sy

Deployments
Penetrations-Test
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Auslieferbare Inkremente in Scrum

14
Das Entwicklungsteam besteht aus Profis,

die am Ende eines jeden Sprints ein
fertiges Inkrement Ubergeben, welches

potentiell auslieferbar ist. ¢

http://www.scrumaguides.org

‘ Potentiell UNSICher ausliefern?
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DevOps = SecDevOps

I continuous Delivery II—

Auslieferbares
Inkrement

L0
a cy'®

Betrieb /
Support

Product
Backlog

+ Security
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DevOps = SecDevOps

Anwendungscode

3rd Party Bibliotheken

Web-
Anwendungs-
SEVE

Netzwerk

Applikationsserver

Netzwerk- Java VM / Datenbank

Firewall

Betriebssystem

)

Security Security
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Sichere Agile Entwicklung mit Scrum

S
Daily Scrum
\@®/
.

~
o
) 4

ad'®

Sprint

Planning Potentiell

auslieferbares
Inkrement

Sprint ‘g w
Review & c‘i’
Retro

cad'®

+ Security
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Sichere Agile Entwicklung mit Scrum

& O
cx:“c?)\"

Entwickler

"MW S O

@
b

Product Owner Scrum Master ‘E) C‘)\‘

: A
Security- Test&Q

Officer

Secure Software Engineering - Universitat Tiibingen 26 ] NOVATEC



Secure DevOps = SecDevOps

@“tw'\ckler Teg 5y Betrieb

@
¢

Product Owner

Entwickl

Scrum Master ‘@
s

Test & QA

O
Qprdh
Betrieb &
Support
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Rollenspezifische Security Trainings

[UY ®
b 4
‘Q) a4
Security- Product
Officer Owner
e S
\@/
a .
Development Betrieb &
Support

Team
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Sichere Agile Entwicklung mit Scrum

S
Threat l',
Modeling = " AbUser Story

AbUser Story

Product
Backlog
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Threat Modeling ist auch ,Agil”

Festlegung Software-

Produktiv Code Architektur

erstellen

elevationef
privilege

Threat Model

Test Driven
Development (TDD)

ldentifikation und
Vermeidung

von Bedrohungen

Security Testfalle und
AbUser Stories
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AbUser Stories

AbUser Story 1

AbUser Story N

Business User
Story

Als Kunde mochte ich Als Angreifer mochte ich
Produkte auswahlen Anfragen so
und zum Warenkorb manipulieren um Preise

hinzufiigen um diese zu der Produkte im
kaufen. Warenkorb zu andern.
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Beispiel:

AbUser und Security User Stories

TODO-5

Als Benutzer mochte ich mich an der ToDo Anwendung
anmelden um neue ToDo's anzuzeigen/anzulegen

Security Feature

TODO-6

Als Administrator mochte ich mich an der ToDo Anwendung
anmelden um Kategorien und Benutzer zu verwalten

Security Feature

TODO-10

Als Script-Kiddie mochte ich mich mit administrativen Rechten
anmelden um Spam als ToDo's einzutragen

Abuse Sic

11.05.2016

Secure Software Engineering - Universitat Tibingen 32
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Sichere Agile Entwicklung mit Scrum

To Do In Progress

> il TODO-11 TODO 6 sub-tasks Als Administrator méchte ich Benutzer verwalten um diese flr die Anwen

v ) TODO-10 TOoDO 4sub-tasks Als Script-Kiddie méchte ich mich mit administrativen Rechten anmelden

[ TODO-20

1 Test auf Session-Fixation (neue JSESSIONID
nach Anmeldung)

‘
@ TODO-21 ‘\!‘ Sprl Nt
C“’

1 Prifung, ob Passwort in Klartext ersichtlich ist .
)® Planning
ao'®

(Ul, Logs, DB, HTTP)

B TODO-22

1 Alle Webseiten auf unauthorisierten Zugriff
prifen (Umgehung von Login moglich?)
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Sichere Agile Entwicklung mit Scrum

S TS
e e "
£ RIGHT WAY [l RIGHT WAY 2
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Sichere Agile Entwicklung mit Scrum
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Secure Architektur/Design — Standard Architektur / Patterns

Layering

Microservices

CORS

/
r/”
/
M V( : command mode!
upgates gaiabase

ential iogic

http://martinfowler.com/bliki/ CORS .html

36 11.05.2016  Secure Software Engineering - Universitat Tiibingen ] NOVATEC


http://martinfowler.com/bliki/CQRS.html
http://martinfowler.com/bliki/CQRS.html

Secure Architektur/Design — Standard Frameworks

vaadin ;> Q

HIBERNATE

& JSF 1
jasypt.

SPRING SECURITY
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Spring Security — Sichere “Cloud Native” Anwendungen

Single Sign On (SSO)

amazon mm o Spring OAuth2 & Spring SAML

webservices” Bl Azure

Web Application Security
Spring Security (Core)

@ ,convention over Configuration®

Spring Boot

Enterprise Application Development
Spring 10
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Sichere Agile Entwicklung mit Scrum
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Secure Design / Coding — Security Patterns

Robert C. Martin Series

Clean Code

A Handbook of Agile Software Craftsmanship

Robert C, Martin
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Secure Design / Coding — Cross-Site Scripting

Input Validierung Add new fo do
Subject
zscript=alert('xss')</script=
JPA mit ,Whitelist” Bean Validation N
@NotNuII rfft
@Size(min = 1, max = 50)
@Pattern (
regexp = ""[A-Za-z0-9 |*$",
message = "Only alphanumeric and |.,igon
Space characters are allowed" ) Business
private String subject;
Add Cancel
subject: Only alphanumeric and space characters are allowed
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Secure Design / Coding — Cross-Site Scripting

<script>alert('xss')</script>

X558

Output Escaping

&lt;script&gt;alert(&#39;xss&#39;)&lt;/script&gt;

ToDo's

Index Subject

1 <script=aleri('xss')</script=
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Secure Design / Coding — CSRF

Cross-Site Request Forgery (CSRF)

Online Banking Anwendung ¢

GET http://bank.com/transfer.do?acct=BOB&amount=100 HTTP/1.1

Email (HTML-Content) x

<img src = "http://bank.com/transfer.do?acct=BOB&amount=100"
width ="0" height = "0" border = "0">
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Secure Design / Coding — Security Response Header

¥ Response Headers view source

Cache-Control: no-cache, no-store, max-age=e, must-revalidate

ontent-lype: Tex ml;charset=UTF-8
Date: Tue, 10 May 2016 17:58:35 GMT

Pragma: no-cache

Public-Key-Pins-Report-Only: max-age=5184000 ; pin-sha256="MIICIjANBgkqhkiGOwWOBAQEFAAOCAZS8AMIICCEKCAEEAqQILIIK+O
FQGe9xf7HvTpmwisK7gFTwVsrlGU7IGVmMPRNAV3RUQL2KFpzwtfmXmaqglwsmsMmkgyYqo+IyVYMz1QG]ZpyHx1g5d96sGTtUAY+PLSkQIuUPQ
wbQ/SpDszgveTVy8WThygMtrN6ACSXYpxk1XBZ6eGsVZD1lrgWaIllpfHAPBhH7DALUUDMKT8YYpCYVrViedVMoJoAET1IXAEATyelL 3KkBBpoKX1]
8SPphzfbl1XW1nDKK7EaADIZxxTqTCABIKAMCcMXhPaVdETbpX6TJ08RVXPBXYAORhQ92FPS3VUIDDXrQSQdWegADAKHU1XxJuU1kBO92YLXDS
uBA7vdZ5 JMrAr7 jbbgyQtZxveXnEPYTXJI0C5TkgfNy3dzqTvfourdsw+cClt/UdgimwOWrKIuEl /SOsaaouQsafPShNApye2CAe3MqoGQez]
uH6mMYDKMMEKJZGXZLOtZX+A4K7vkZYS4a01301101mE2fgYh6ANEFFIBewoW76rvKxI/Ekc2EQW2SeDnXTg0xxG3daIMw+h+tip56dxmogr

6/L7D5UodTsNnaqclly94edaqmoMTcErUh8qKzhdSSYOmtemX+iMpPUWFELI9/MEYI2VC4+30mYcVswP42cCAWEAAQ==" ; report-uri="ht
ple.net/pkp-report™”

Server: Apache-Coyote/1.1

Strict-Transport-Security: max-age=31536000 ; includeSubDomains

X-Content-Type-Options: nosniff

X-Frame-Options: DENY
X-XSS-Protection: 1; mode=block
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Secure Design / Coding — Sichere Fehlermeldungen

HTTP Status 500 -

e Exception report

:Ium'ﬂ The server encountered an internal e Whitelabel Erro r Page

org.apache. jasper.JasperException:

11: <titlejUrunlers/ticles This application has no explicit mapping for /error. so you are seeing this as a fallback.
12: </hea

o TS oecinicion ] Wed Jan 13 21:48:37 CET 2016
D There was an unexpected error (type=Forbidden, status=403).

Access 1s demed

Stacktrace:
org.apache,. jasper.servlet.JepServlietWrapper.handledaspException (JapServlietWrapper. java: 510)
org.apache,. jasper.servlet.JspServlietWrapper.service (JepServlietWrapper.java:413)
org.apache, jasper.servlet.J3pServlet.servicedspFile (JapServlet.java:313)
org.apache,. jasper.servlet.JspServlet.service (J3pServlet. java: 260)
Javax.servliet.http.HttpServlet. zervice (HotpServlet . java: T717T)

I e

java.lang.NullPointerException
org.apache.tilez.accezss.Tilesbccess. .getContainer (TilesAccess. java:lz24)
org.apache.tilez.accezss.Tilesbccess. .getContainer (TilesAccess. java:107)
org.apache.tilez.accezss.Tileshccess..getCurrentContainer (TilesAccess. java:174)
org.apache.tilez.template. InsertDefinitionModel . execute (InsertDefinitionModel . java:25)
org.apache.tilez.jap.taglib. InsertDefinitionTagy.doTag (InsertDefinitionTagy. java: 254)
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Secure Design / Coding — Security Patterns

CONTROLS

https://www.owasp.org/index.php/OWASP Proactive Controls

OWASP

Cheat Sheets

https://www.owasp.org/index.php/Cheat Sheets
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DEMO

SPRING SECURITY

EINE SICHERE WEBANWENDUNG
IN 5 MINUTEN

https://start.spring.io



Sichere Agile Entwicklung mit Scrum
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Agile Security Testing

@ PROCESS REVIEWS
& MANUAL INSPECTIONS

@ CODE REVIEW
SECURITY TESTING
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Agile Security Testing — Statische Code Analyse

Packaqging issues
Performance issues
Portability issues
Probable bugs
Properties Files ]
Resource management issues
¥ Security issues .
Access of system properties
Call to 'Runtime.exec()’
Call to 'Systern.lcadLibrary(}' with non-constant string
Call to 'Systemn.setSecurityManager()'
ClazzLoader instantiation
Cloneable class in secure context
'‘Connecticn.prepare™()’ call with non-constant string
Custom ClassLoader
Customn SecurityManager
Deserializable class in secure context
Design for extension
Insecure randem number generation
Mon-'static’ inner class in secure context
Meon-final 'clone(}' in secure context
‘public static’ array field
‘public static’ collection field
Serializable class in secure context
‘Staternent.exe
Serlallzatmn issue

<]<]o]ale]o]olo]o]alo]o] o] o] <]<] < [H] < [ON/MIN/

NERSIT,
< > O

15 = 56

Z,

FlndBu),s

because it's Ld\\

¥¥ Find Security Bugs

The FindBugs plugin for security audits of Java web applications.

== I Intellij)IDEA
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Agile Security Testing — Code Review

Code-Reviews (Github, Gitlab, Gerrit, ...)

M)

M)

s will break without

' —

'/ Use window.getComputedStyle because jsdom on node.j
if ( window.getComputedStyle ) {

support.pixelPosition =

support.boxSizingReliable
window.getComputedStyle{ div, null ) || { width: "4px"

{ window.getComputedStyle( div, null ) || -
{ window.getComputedsStyle( diwv, null )

02 divstyle =
Collabo

a_ mgol added a note on 15 Apr 2013

This adds 5 bytes but prevents getComputedstyle to be invoked twice which is nice. @mikesherov, what's your

opinion?

Add a line note

51 [l NOVATEC
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Agile Security Testing

Business

Technology

anual,

Exploratory N
Testing

Automated

Security

Ul-Tests

Unit & Component Tests

Quantity

Complexity / Cost

Detall

11.05.2016

Secure Software Engineering - Universitat Tubingen
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Agile Security Testing — Security-Integrationstests

@Test
public void verifyAdminPathAuthorize OK() throws Exception {
this.mvc.perform( get( "/admin™ )
with(user("admin").password("admin").roles("ADMIN") ) )
.andExpect ( status ().isOk () );

}

@Test
public void verifyAdminPathAuthorizeNOK() throws Exception {

this.mvc.perform ( get( "/admin")

with(user("user").password("secure").roles("USER") ) )
.andExpect ( status ().isForbidden () );
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Stage 1: Statisches Security Testing

Continuous Integration (ClI)

Build & Tests CERSIZ,
@ @ & Static Code Analysis < s
\=/ & Dependency Check .
’7I<y\_f\e‘,
FlndBu S
Jenkins —a>MNaven pecaserts

@ Report Build Result

“gerritN -

Gerril Coda Raviaw

Push to Stable
@ | ‘) @Pull-Request

@ (Security) Code-
Review

Developer 2 Developer 1
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Dynamisches Security-Testing

OWASP Zed Attack Proxy (ZAP)
-> Open Source
https://github.com/zaproxy/zaproxy

P PORTSWIGGER

WEB SECURITY
Burp Suite Professional
-2 Kommerziell
https://portswigger.net/burp

R Uniitled Session - OWASP ZAP 243 [ e ]
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Stage 2: Dynamisches Security-Testing
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Sichere Agile Entwicklung mit Scrum

“‘

’
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Sprint Review
& Retro
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ldealzustand: Security == Agile!

Sprint 1 Sprint 2 Sprint ...n % @

| Story B
|
use Story , Story C

Abuse Story

Security Features

.
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SecDevOps — Security + DevOps

Kommunikation

Zusammenarbel ‘&ﬂ
oo

Werkzeuge

Continuous Delivery
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SecDevOps — Testing ,Infrastructure As Code”

/\PUPPE!

abs

/usr/bin/ruby -S rspec spec/www.example.jp/sample_spec.rb
Package "httpd" should be installed
Service "httpd"
N\ should be enabled
\b should be running
Port "8443"
should be listening

Finished in 0.21091 seconds (files took 6.37 seconds to load)
4 examples, O failures

http://serverspec.org
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SecDevOps — Kostenlose SSL-Zertifikate

HTTPS fur alle Websites !

o ' F
a Let’s Encrypt Blog Technology - Contribute - Support - About -

Let's Encrypt is a new Certificate Authority:
It’'s free, automated, and open. \
Get Started

) — | F—=

https://letsencrypt.orqg/
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SecDevOps — Sichere TLS (SSL) Konfiguration

@ QUALYS SSL LABS Home  Projects  Qualys.com  Contact

You are here: Home = Projects = S5L Server Test = agilesecurity.de

SSL Report: agilesecurity.de (134.119.29.238)
Assessed on: Sat 16 Jan 2016 01:13:36 UTC | HIDDEN | Clear cache SCﬂn AnD‘thEl’ »

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here,

https://www.ssllabs.com/ssltest/index.html
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SecDevOps — Sicherheit von HTTP Response-Headern

Security Report Summary

Site https://agile-dev.de/owncloud/
IP Address: 37.120.177.254
Report Time: 27 Jan 2016 21:52:12 UTC
|
Headers: «" X-Frame-Options | ¥ Public-Key-Pins
Raw Headers
HTTP/1.1 200 OK
Date Wed, 27 Jan 2016 21:53:07 GMT
Server Apache/2.4.7 (Ubuntu)
Strict-Transport-Security max-age=15768000

https://securityheaders.io
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SecDevOps — Kenne eingesetzte 3rd Party Bibliotheken

OWASP Dependency-Track

Dashboard

Delete

Delete

Delete

l l l L3

—_— © Settings ~ O Logout
MyApp1 - 2.0 - Vulnerabilities
MyApp1 - 2 Endency  Clone  Edit  Vulnerabiliies
Vendor Vulnerable Component CVEs s
Apache Component. Commons Collections v3.2.1 @
Pivotal Softw. [ 2]
Vendor: Apache
Oracle [ 1]
CVE ID: CVE-2015-6420
CWE ID:
Description:  Serialized-object interfaces in certain Cisco Collaboration and Social Media; Endpoint Clients and Client Sq
Network Management and Provisioning; Routing and Switching - Enterprise and Service Provider; Unified §
Transcoding Devices; Wireless; and Cisco Hosted Services products allow remote attackers to execute arl]
(ACC) library.
Component.  Spring Framework v4 1.0
Vendor: Pivotal Software
CVE ID: CVE-2014-3625
CWE 1D: CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
Description:  Directory traversal vulnerability in Pivotal Spring Framework 3.0.4 through 3.2 x before 3.2 12, 4 0 x before
related to static resource handling.
https://www.owasp.org/index.php/OWASP_Dependency Track Project
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Open Web Application Security Project

Community far

sichere Non-Profit! > 250 lokale

Software ,Chapters*

Open Web Application
Security Project

> 2500

> 130 Mitglieder

Projekte

Frel und Offen

https://www.owasp.org

11.05.2016 Secure Software Engineering - Universitat Tiibingen 65 ] NOVATEC


https://www.owasp.org/

Open Web Application Security Project

OLASDP

Cheat Sheets
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Fazit

Ausbildung flr Security

an extremely buﬂay web app !
Security transparent machen

http://www.itsecgames.com

GAME @ HACKS

SEE HOW GOOD
YOU ARE

http://Iwww.gameofhacks.com

Security-Aktivitaten
Im gesamten Entwicklungsprozess
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Ausblick / Weltere Schritte

Security-Aktivitaten im Projekt

Besuch einer (Security-) Konferenz

i
APPSEC Rome, Italy, ,

EUROPE 27 June - 1 July 4
MMXVI 2016 ‘

https://2016.appsec.eu
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Damit das nicht mehr passiert!

#abc15

e -YEAR-OLD CALIFORNIA BOY HACKS X-BOX 2
s ||\9§|5, _,
=15

.
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